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Abstract Wireless Sensor Networks (WSN) are wireless networks composed
autonomous devices using sensors to cooperatively monitor physical or envirg
temperature, sound, vibration, pressure, motion or pollutants, at different locations- &
network is typically equipped with a radio transceiver or other wireless com 3
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tradeoff between se and performance cost. In
three new mechanisms in the framework of random key
pre-distribution were proposed to address the
bootstrapping problem, namely the g-composite
scheme, the multipath reinforcement scheme, and the
random pair wise scheme. Each of these three schemes
represents a different tradeoff in the design space of
random key protocols.™
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broadcast overhead for satisfying applications with
different requirements.To construct the shared session
key in wireless sensor network. This protocol has great
scalability in simulation because the time needed to
finish key negotiation does not depend on the number
the sensor nodes. ™ It can also save power by reducing
the number of transmissions. The security attributes of
wireless ad hoc networks were discussed. A WSN has
some unique characteristics, such as limited computing
power, mobility of nodes, large scale of deployment,
unattended  operation, limited = communication
bandwidth, and limited storage resources. These
characteristics plus high risk of physical attacks to
unattended sensors pose challenges to security in WSN.
Moreover, in some deployment scenarios sensor nodes
need to operate under an adversarial condition. Security
solutions for such applications depend on the existence
of strong and efficient key distribution mechanisms

1.3 DYNAMIC KEY MANAGEMENT
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A dynamic key management protocol is proposed to
satisfactorily resolve the above two issues. The protocol
assumes that the wireless sensor system has already
been equipped with effective security detection
mechanisms, which can decide if a sensor node is
compromised or has used up its energy.
2.0RESOURCEORIENTED SECURITY
SOLUTION FOR HETEROGENEOUS
CLUSTERED SENSOR NETWORKS

We measure the suspiciousness of a large node with the
number of alarms against it. Whenever a neighbor node
determines that a particular large node is compromised,
it reports an alarm to the BS. Since malicious nodes
may report many alarms against benign large nodes, we
limit the number of alarms each large node can report to
mitigate this effect. The BS maintains an alarm cou
and a report counter for each large node. Th
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Recent advancement .in communication and
microelectronics - has the design and
development of wireless sensor networks with low cost,
low energy consumption and high utilization. Many
cluster-based wireless sensor network routing protocols
have been proposed. However, most of them take little
consideration on communication protection, which is
important to ensure the network security. In this paper,
a lightweight key management approach is presented.
Its analysis shows that this approach is an effective
solution to the key management of hierarchical
clustered wireless sensor networks.

3.0 SYSTEM DESIGN

System design contains Logical Design & Physical
Designing; logical designing describes the structure &
characteristics or features, like output, input, files,
database & procedures. The physical design, which
follows the logical design, actual software & a working
system. There will be constraints like Hardware,
Software, Cost, and Time & Interfaces.
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3.1 SOFTWARE TESTING
The purpose of testing is to discover errors. Testing is
the process of trying to discover every conceivable fault
or weakness in a work product. It provides a way to
check the functlonallty of components, sub
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3 becomes difficult to
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do not like doing maintenance.
* nce needs a project of its own. It is very

mmon to include maintenance in a (development)
ontract.
*Cost estimation. Normal software cost estimation is
difficult enough; most *Estimation models do not
include maintenance.
*Design deficiencies make system
extend.
*Deterioration of legacy systems.
5.0 UNIT TESTING
The first test in the development process is the unit test.
The source code is normally divided into modules,
which in turn are divided into smaller units called units.
These units have specific behavior. PIThe test done on
these units of code is called unit test. Unit test depends
upon the language on which the project is developed.
Unit tests ensure that each unique path of the project
performs accurately to the documented specifications
and contains clearly defined inputs and expected
results.
5.1 INTEGRATION TESTING

Testing in which software components,

hardware components, or both together are combined
and tested to evaluate interactions between them.
Integration testing takes as its input modules that have
been checked out by unit testing, groups them in larger
aggregates, applies tests defined in an Integration test

impossible to
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plan to those aggregates and delivers as its output the
integrated system ready for system testing.

5.2REGRESSION TESTING-Regression testing is
the process of testing changes to computer programs to
make sure that the older programming still works with
the new changes. Regression testing is a normal part of
the program development process. Test department
coders develop code test scenarios and exercises that
will test new units of code after they have been written.
BlBefore a new version of a software product is
released, the old test cases are run against the new
version to make sure that all the old capabilities still
work. The reason they might not work because
changing or adding new code to a program can easily
introduce errors into code that is not intended to be
changed. It is a quality control measure to ensure
the newly modified code still complies
specified requirements and that unmod|f|

satisfies its ac ;pt
customer should,a
The main typ#s

the "Requireme
that the whole
difference is the change in focus:
that the system that was spec
Acceptance Testing che at the system delivers
what was requested. e customer and not the
developer should always do acceptance testing. The
customer knows what is required from the system to
achieve value in the business and is the only person
qualified to make that judgment. The User Acceptance
Test Plan will vary from system to system but, in
general, the testing should be planned in order to
provide a realistic and adequate exposure of the system
to all reasonably expected events. The testing can be
based upon the User Requirements Specification to
which the system should conform.

5.4 FUNCTIONAL TESTING - This type of testing
ignores the internal parts and focus on the output is as
per requirement or not. Black-box type testing geared to
functional requirements of an application.

5.5 SYSTEM TESTING - Entire system is tested as
per the requirements. Black-box type testing that is
based on overall requirements specifications, covers all
combined parts of a system.

s been delivered.
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5.6 REGRESSION TESTING - Testing the
application as a whole for the modification in any
module or functionality. Difficult to cover all the
system in regression testing so typically automation
tools are used for these testing types.

5.7 PERFORMANCE TESTING -
interchangeably with ‘stresses ag
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rt java.net.*,
port java.io.*;
import java.util.*;
public class Admin

{

JLabel 11,12,13,14,15,16,17;
JList li1,1i2;

JList lis,lis2;

JTextField tfl;

JButton b1,b2,b3,b4;
Container panell;
JComboBox chl;

String RH;

JScrollPane sh1,sb2,sb3,sb4;
DataBase_Connection
DataBase_Connection();
JFrame f=new JFrame();
Vector cli=new Vector();
Vector conn=new Vector();//package Login;
import java.awt.Dimension;
import java.awt.Point;
import java.awt.event.*;
import javax.swing.*;
import javax.swing.event.*;
import java.net.*;

import com.birosoft.liquid.LiquidLookAndFeel;
public class Registration

DBC=new

17



#%IFERP

connecting engineers... developing re

{

JLabel 11,12,13,14,15;

JTextField t1,t2,t3;

JButton b1,b2;

Container panell;

Socket socket;

JFrame f=new JFrame();

Clientipaddress ca=new Clientipaddress();
sysname a = new sysname();

String ip=a.orgin();

String strSRep;

String PName,IPAdd,sPort,strReq,strRe,strRep;
public static ServerConnection sc
ServerConnection();

public Registration()

{ initialization1();

try {

=new

catch (Exception el)

{
System.out.printin(el

System.out.prin}jn('
}

0"

I5=new JCa
tl=new JTextField();
t2=new JTextF*ip)'
t3=new JTextField();
bl=new JButton("Register");
/I b2=new JButton("Com
/1'15.setlcon(new Imagelow g.bmp"));

f=new
JFrame();panel1=(JPanel)f.getContentPane();
/Ipanell.setBackground(new Color(102,138,150));

t2.setEnabled(false);

f.setLayout(null);

addComponent(panell, 15, 0,0,400,200) 1*
b2.addActionListener(new ActionListener() {

public void actionPerformed(ActionEvent €)

{

b2_actionPerformed(e);

}

;!

bl.addActionListener(new ActionListener() {

public void actionPerformed(ActionEvent €)

b1_actionPerformed(e);

}
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b
f.setTitle("Node
Point(50, 100));
f.setSize(new Dimension(400,500));
f.setDefaultCloseOperation(WindowConsta
N_CLOSE);
f.setVisible(true);
}

public static void main

Registration");f.setLocation(new

EXIT O

r cli2z=new V ');
ector tl= n ettor();
Vecto ector();

pr:*@ |d bl _actionPerformed(ActionEvent e)

Vector trss=new Vector();
String strSp[]=RH.split("@");
DataBase_Connection
DataBase_Connection();
System.out.printIn(strSp[0]+""'+strSp[1]+"""+strSp[2]);
ts=DBC.RHSs(strSp[0],strSp[1],strSp[2]);
lis2.setListData(ts);
trss=DBC.HH1();
/Itl.add(strNodel+"@"+strNNodel+"@"+strNNode2);
lisl.setListData(trss) }
catch (Exception ef)

{

}
7.0 CONCLUSION

As the applications of wireless sensor
networks gain more ground, security issues have also
become a hot research topic. This paper discussed the
clustered WSN key management protocols and
proposed a new protocol which is suitable for the key
management of dynamic clustered networks, based on
their operation mechanisms. The proposed protocol
addresses the network security issues with cluster head
update. It is distinguished with low power consumption,
less computation workload and enhanced security.

DBC=new
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Besides, the protocol uses a symmetric key system, and
consists of the sub-protocols that define how keys are
distributed, added, revoked, and updated during the life
time of the sensor network. The protocol assumes that
each sensor node is able to get its location information,
which is currently a major restriction to its application.
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