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cloud, which brings grea enges to effective data
utilization. However, eve e encrypted data utilization is
possible, users still need to"communicate with the cloud and
allow the cloud operates on the encrypted data, which
potentially causes leakage of sensitive information.
Furthermore, in cloud computing, data owners may share
their outsourced data with a number of users, who might
want to only retrieve the data files they are interested in.
One of the most popular ways to do so is through keyword-
based retrieval. It is preferred to get the retrieval result with
the most relevant files that match users interest instead of all
the files, which indicates that the files should be ranked in
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the ﬁlﬁ Ff relevance by users interest and only the files
e highest relevance’s are sent back to users. A series
searchable symmetric encryption (SSE) schemes have
been proposed to enable search on cipher text , whether a
keyword exists in a file or not, without considering the
difference of relevance with the queried keyword of these
files in the result. To improve security without sacrificing
efficiency, schemes presented in [9], [10] show that they
support top-k single keyword retrieval under various
scenarios. The authors of [12] made attempts to solve the

problem of top-k multikeyword over encrypted cloud data.

I LITERATURE REVIEW

In the work [1], describes the cryptographic schemes
for the problem of searching on encrypted data and provide
proofs of security for the resulting cryptosystems. In the
work [3], they are considering the problem of searching on
data that is encrypted using a public key system. Consider
user A who sends email to user B encrypted under B's
public key. An email gateway wants to test whether the
email contains the keyword \urgent" so that it could route
the email accordingly. In the work [5], introduces a new
framework for confidentiality preserving rank-ordered
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search and retrieval over large document collections. In the
work [9], the advent of cloud computing, data owners are
motivated to outsource their complex data management
systems from local sites to the commercial public cloud for
great flexibility and economic savings. But for protecting
data privacy, sensitive data has to be encrypted before
outsourcing, which obsoletes traditional data utilization
based on plaintext keyword search. In the work [10], Query
processing that preserves both the data privacy of the owner
and the query privacy of the client is a new research
problem. It shows increasing importance as cloud
computing drives more businesses to outsource their data
and querying services. However, most existing studies,
including those on data outsourcing, address the data
privacy and query privacy separately and cannot be applied
to this problem. We believe this work steps
practical applications of privacy homomorphis
query processing on large-scale, structured data
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LIMITATION OF EXISTING SYSTEM

e Existing system support queries based on a file

either matches or does not match a query i.e it is to
be based on Boolean queries.

e Data storage on cloud without any proper
technique will increase the risk to the data from

theft by unauthorized user.
1.  PROPOSED SYSTEM
This paper mainly deals with the two concepts, to store the
Encrypted data on Cloud and retrieve the Encrypted Cloud
data using Multi-Keyword.

In this paper, we introduced the concepts of similarity
relevance and scheme robustness to formulate the privacy
issue in searchable encryption schemes, and then solve the
insecurity problem by proposing a two-round searchable
encryption scheme. We, thus, perform the first attempt to
formulate the privacy issue in searchable encryption, and we
show server-side ranking based on order-preserving
encryption inevitably violates data privacy. We have to
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propose a MRSE scheme, which fulfills the secure
multikeyword top-k retrieval over encrypted cloud data.
ADVANTAGES OF PROPOSED SYSTEM

e This system improves the basic privacy
requirement of data.
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Fig.1. Components and Architecture Of System.

form to avoid the security threats. To enable fast and cost
effective data retrieval a search index | is built over an
encrypted data. To make a search, a set of keywords K is
given by an authorized user. The results are ranked using the
ranking algorithm by the cloud server.

The wvarious components present in the
architecture of proposed system are actual user stores the
data on cloud. Cloud server stores the encrypted data and
searching indexes. Data user retrieves the file from the cloud
server using top-k multikeyword ranked search.

V. R
ELATED WORK
The Proposed System consist of three Modules
1) Data Owner Module
2) Data User Module
3) File Uploaded Module (Server Module)
1) Data Owner Module
Data Owner stores a set of document D on to the Cloud
Server in an encrypted form to avoid security threat .
2) Data User Module
To make a search a set of keywords ‘k’ is given to an
authorized user.
3) File Uploaded Module (Server Module)
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In order to provide fast & cost effective data search &
retrieval a search index is built over an encrypted data onto
the Cloud Server. The architecture mainly consist of data
owner, data user and cloud Server. There is a registration
page for both data owner and data User. They have to sign
up by registering their username and password. After sign
up data owner and data user get their unique ID. A user can
perform search and retrieval over his owner's data files only
after getting permission from data owner. There is a login
page for data owner/user where they can either sign up or
sign in to the system. Data owner enters his username &
password and logs into the system. Data Owner also select a
set of data files and prepare the word-list. Based upon the
word-list a searchable index is prepared. The data files are
encrypted using AES and index is encrypted. Then these
encrypted index and data files are uploaded to Cloud
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user can consume data rom this selected data owner.
Data owners generate keys and are transferred to authorized
user when such users logs into the system. So only users
who are authorized by corresponding data owners are able
to access the keys. Keys should be properly managed in
order to give flexibility to users. Also these keys have to be
protected from attackers. So in database, keys are stored in
encrypted form. The key for encrypting/decrypting key-set
are called Master key. Only data owners know this master
key which ensures privacy. Only authorized user gets the
key from owner so that he can perform search and retrieval.
Here the files are ranked in the order of relevance by users
interest and only the files with the highest priority are sent
back to users.

ould

FLOW OF PROJECT
Data owner stores a set of document D onto the cloud server
in an encrypted form to avoid security threat .To enable fast
and cost effective data retrieval a search index ‘I’ is built
over an encrypted data onto the cloud .To make a search a
set of keywords ‘k’ is given to an authorized user in order to
access or retrieve that information. The encryption and
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decryption process is to be carried out with the help of AES
(advanced encryption standard) algorithm. AES provides
128 bit encryption in order to protect the privacy of data

which is to be highly secure.
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V. USION
In thi e are trying to propose a system

ich is able ovide multikeyword ranked retrieval
search over encfypted cloud data which improves the basic
priv (‘q\nrement of data .It also provides efficiency of a
xg by low communication and computation overhead.

nce it will enable fast similarity search over encrypted
data without compromising the security. The multikeyword
ranked retrieval search, document ranking and AES

encryption technique will provide more efficiency compare
to existing ones.
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