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Abstract: Since World War 1, individuals as well as organization were really concerned regarding the security of their data. From
that period till now cryptography [20] has been playing a critical role. A lot of researchers have been doing a lot of work regarding
the improvement of the security levels. Till now a number of solutions are being implemented to secure the data. Various
cryptographic algorithms like RC4[19], DES[13], Triple-DES, AES, RSA[18], DSA etc. have come into picture. But if we check the
history of, when an algorithms is developed it looks like it cannot be broken, but some day someone does break it. Then again a
new algorithm takes birth and the history is repeated again. Among these based on security levels and speed of encryption and
decryption, AES[21] is considered by NIST and other researchers as most efficient. Though it is provides best security to data,
there is no guaranty that it is unbreakable forever. AES (Advanced Encryption Standard) is a symmetric key cryptographic
algorithm. Based on the length of the key there are 3 versions of AES, which are, AES-128, AES-192, and AES-256[20]. In this
research we are proposing an efficient framework using these three versions of AES with different combinations to strengthen the
cipher against the attackers especially brute force attacks and side channel attacks. The proposed system is tested with text as well
as images and the results are significant. This framework’s design is feasible, reliable as it provides high level security and is also
time efficient, when compared to the processing time of the algorithms individually. This system can be used by cloud servers,
banking organizations, message forwarding systems, defense organizations, e-commerce entities[25] etc.
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l. INTRODUCTION Reviewing the history of all the private and public key
algorithms, none can guarantee that the system is
Data those are highly confidential, like OTP (One  Unbreakable forever. But more the time is required to break

Time Password), ATM pins, passwords, transaction details, @ System, then better is the algorithm

financial records, accounting details, health data, cloud data,

Government data, trade secrets, intelligence/research I1. EXISTING SOLUTIONS

documents, defense data, confidential business or personal ~ Since attackers continuously keep on trying to break the
data needs protection when they are being used or sent over ~ Cryptosystems, new improved algorithms are developed.
unsecured networks and even when they are not being used. The primary goal while developing a cryptosystem is
Since 4000 years, techniques for securing data are being ~ réducing the probability of success for an attacker.
developed and few years™ later attacks on those techniques A Study of Methods Used To Improve Encryption

are also found. Till now there is no technique invented  Algorithms Robustness _
which gives 100% security and is free from any attacks. So _ Luminita Scripcariu[5] suggested few techniques
the primary approach taken by researchers and scientists is ~ Of modifying existing algorithms of AES by using dynamic
to develop systems that show improved results than existing ~ S-Box and using dynamic permutation functions defined on

systems considering the level of security and processing ~ GFS. It was also suggested to use a larger data structure and
speeds. some good standards to reduce the correlation between

Before even computers existed, the practice of plainte>_<t_ and ciphertext. These methods decrease _the
encryption and decryption was practiced which was known prot_)a_lblllty of successful attack_s. But t_h_ey also create little
as classic cryptanalysis. It started from ancient Egypt additional work for the authorized entities as they have to
hieroglyphic inscriptions, then Greek Systole used by maintain a track _of S-Box[28] and other fqnctlons if they are
Spartans, later Caesar Cipher in Rome till Choctaw Code ~ dynamic. There is a probable chance that inverse S-Box and
talkers in World War 1 and Enigma machine & Purple in invertible functlons_ used during the decryption are _not
World War 11 [26]. But now in modern times, the private ~ €xactly corresponding to the S-Box and permutation
key and the public key algorithms [20] are playing the role fu_nctlons used_durlng encryption. In that case system also
of modern cryptosystems. fails for authorized personnel.
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B. Application of Hybrid Encryption Algorithm in
Software Security

Wang et.al[8] proposed a system with combination
of three different algorithms which are (1) Initial Encryption
(2) Base64 Encryption (3) Improved Vigenere Encryption.
These three are used in particular order to encrypt data and
the reverse order was used to decrypt it. The idea of using
multiple algorithm is beneficial however if there would have
been a possibility of changing order then the strength of the
hybrid system would be even higher significantly.

C. Design of a Double AES Processor

Uttar et.al[11] proposed a double AES system,
which is considered as an extension of AES. In this system a
data is encrypted and decrypted twice with 2 different keys.
Since the encryption and decryption is done twice, time
consumed is also doubled. But this time is acceptable as this
system is gives an excellent challenge to the brute force
attackers. If keeping the time constant the strength of
algorithm is further enhanced then results will be highly
significant.

I1l. PROPOSED SOLUTION
A. Selecting AES

With an idea of extending the performance of a
cryptosystem, our first task was to choose the best algorithm
till date and derive a new system which can further reduce
the probability of attacks. Among the well-known
cryptographic algorithms, the Advanced Encryption
Standard (AES) was selected by US National Institute of
Standards and Technology (NIST) from 15 competing
algorithms. NIST officially adopted AES on 6t December
2001[10], focusing on its strength of performance on almost
all platforms and due to its ease of hardware
implementation[23].

AES is a symmetric key cryptographic
algorithm[16], where the same key used for both encryption
and decryption is kept secret. Based on the key length there
are 3 versions of AES which are given in Table I. The
intermediate steps involved in any AES wversion are
AddRoundKey (); SubByte (); ShiftRows (); MixColumns
() are iteratively repeated. Block size of data used for any
one of them is 4 that is 128 bits.

Table I: Respective Key Length Block Size & No of
Iterative Rounds for AES Types

single system with multiple combinations of two different
AES algorithms. Figure 1 shows how a Double AES system
works.
B. Framework Details

It is clearly understood from Figure I that in case of
double encryption/decryption, the data is first encrypted by
one of the AES versions using a particular key (Key_1) to
generate a cipher data, then the cipher data is again
encrypted by using another key (Key_2) to get another
cipher which will be the final cipher. Then in the reverse
order the decryption algorithms are carried out. This method
reduces the correlation between the final cipher and the
original data, making it more difficult for the attacker to
solve it. To further make it complex for the attackers and
reduce the probability of their success we made various
combinations of double AES, like (AES 128 + AES 256),
(AES 256 + AES 192) etc. We added a feature of Mode
selection in the system based on Table 2.

AES 128/192/256
Encryption

AES 128/1922856
Decryption

AES 128/1922%0

AES 12819225¢
Elﬂ:"p"o-
Final Clpber Data

Figure I: Flow of Data in a Double Encryption System

We added a feature of Mode Selection to the
system based on Table Il, to strengthen it further. For a
particular mode a particular combination of 2 algorithms
with an order were chosen from the 3 given algorithms.

Table I1: Various Combinations possible with Mode

selection
Select Modes | AES 128 | AES192 | AES 256
AES 128 Mode=1 | Mode=2 | Mode=3
AES 192 Mode=4 | Mode=3 | Mode=6
AES 256 Mode=7 | Mode=8 | Mode=9

AES Types | Eey Lengths | Block Size | Iterative Founds
AES-128 128 bits 4 10
AES-192 192 bits 4 12
AES-236 256 bits 4 14

Now using the idea of Double AES, we developed
a framework that involves all three versions of AES into a

So in total there are 9 combinations possible, so
user can manually select any mode from 1 to 9 which is
again unknown to the attackers. Now with the mode
selection feature added, the final framework is given in

17



International Journal of Engineering Research in Computer Science and
Engineering (IJERCSE) Vol 2, Issue 9, September 2015

Figure 1. This mode selection will definitely increase the
strength of double AES to 9 times.
' T o

Ty I ey S e

Figure 11: Framework for the Proposed System

As seen in Table | key lengths for AES 128, AES
192 & AES 256 are different so let™s consider the keys as
K1 for AES 128, K2 for AES 192 & K3 for AES 256. So
when a mode is selected, two keys are chosen respectively
and a double AES processing id done as given in Figure 2.
For example suppose Mode 6 is selected. The 1st key chosen
is K2 and the original data is encrypted by AES 192 to
generate a cipher. We can call it as intermediate cipher as
this is not the final one. Then 2nd key is chosen as K3 and
the intermediate cipher is encrypted again by AES 256 to
generate another cipher. This is the final cipher. This final
cipher is stored or sent over networks to the receivers. Now
the decryption occurs in exact reverse order. 1st the final
cipher is decrypted by AES 256 using K3 to generate the
intermediate cipher and then that cipher is decrypted by
AES 192 using K2 to generate the original data. All the
modes function in the similar fashion.

IV. EXECUTION & RESULTS

This system is simulated in MATLAB R2012a
(7.4.0.739) in a system with Intel ® Celeron processor, 1.5
GHz speed, having 2GB RAM & the OS is 64bit Windows
8. Following example is the encryption and decryption of
few images that produces both intermediate as well as the
final cipher image and decrypts it back to the original
image. We have used modes arbitrarily.

key128 = {,1f*,11% jaa™, 22 bb* 33" cc™, 44", dd*
L35 ee 667 ff 77 88,99}

key192 = {,01° 12,23 34" 45 56", 67,78 89"
,90° Lab™ be” ,cd” , de” ef,,1a",,2b" , 3¢, 4d" ,,5¢"
L6832, 6b™, 9¢"};

key256 = {.ff* ,,99  for  Of dd* 88" ,8d“ ,d8" ,bb"
L7 b7 T eet 667,66 .6 ,cct ,,55% ,,5¢" ,.c5
,aa” 44 4a” a4 197 91° 28 82 , fa* ,af* ,cd”
»de s

Here we have used static keys as given above. But
selection of key is user dependent they can either use
constant key values for all data or they can use dynamic
keys which are different keys for different data maintaining
the specified key lengths. For testing the system we have

selected 3 images Imgl.jpeg, Img2.jpeg & Img3.jpeg. While
processing Imgl, we have selected the Mode as 7. So
according to table I, the algorithms are AES 256 to be
followed by AES 128 for encryption and the reverse order
for decryption. Processing is done in following steps.

Stepl: The image (Imgl) is encrypted with AES 256 using
key256 to generate an intermediate cipher (Int-Cipherl).
Step2: The Int-Cipherl is again encrypted with AES 128
using key128 given above to generate the final cipher
(FinalCipherl).

Step3: The FinalCipherl is then decrypted with AES 128
using key128 which gives intermediate image (Int-Img1).
Step4: Finally the Int-Imgl is decrypted with AES 256
using key256 the get the final image (Finallmagel) which is
the same as the original image (Img1).

Same 4 steps were repeated with other images
Img2 & Img3 with mode 4 and 8 respectively, and the
consolidated images & respective results of cipher
generation are shown in Table IlI.

Note: The system works for characters also but the
length of characters needs to be in multiples of 16, as AES
algorithm is a block cipher algorithm, where the block size
is 4. So it will divide the data into 4*4 matrices. In case
when length is not in multiples of 16, the data can be padded
with 0“s to make the length a multiple of 16 before
encryption and after decryption the added bits can be
removed.

]
=

V. ADVANTAGES OF PROPOSED SYSTEM

Though the double encryption is expensive when
execution time is compared with single encryption, the
system has got various other worthy advantages when
security levels are considered. It has additional strengths
against 2 major known attacks.

A. Against Brute-Force Attacks

Since the data is encrypted twice the correlation
between the cipher and original data. So double AES makes
it remarkably strong and with modes, since there are 9
possible combinations of double AES that strength is again
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multiplied to 9 times, hence creating a bigger search space
for the brute-force attackers[6] making it difficult for them
to guess the keys.

B. Against Side-Channel Attacks

Every time, when a different mode is selected, the
flow of data, the execution times, acoustic (noise),
fluctuations in electromagnetic waves and even the power
consumption will be different. Side-Channel
attackers[24][27]. track the data movements in & out from
memory, note the execution times consumed by the system,
track the fluctuations in radio-waves, heat & noise etc. to
evaluate and determine the key. This system creates a bigger
boundary for the side-channel attackers too.

VI. CONCLUSION

No doubt encrypting a data twice enhances the
strength of the cipher by further reducing the correlation
between the cipher and original data. By implementing the
proposed system one can increase that enhanced strength to
9 times when brute force attack is considered. On the other
hand since variable combinations of algorithms are being
used it will also be difficult for the side channel attacker to
track the details for timing attacks, power analysis attacks
and acoustic attacks.
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