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Abstract: Cloud computing is an emerging technology that paved the way for future computer resource commodification. In 

addition to virtualization, this technology makes cloud services accessible. Cloud computing extends to mobile devices as well, with 

the introduction of mobile and portable apps and developments in new computer technology and the pervasive existence of mobile 

devices. This led to mobile cloud computing where mobile devices are connected to cloud computing and cloud leverage. As people 

in all walks of life use mobile devices, the mobility of devices can have a major impact on the use of cloud computing. Future 

expected steady growth rates are for mobile cloud computing.Innovation in cloud computing is also creating many new security 

problems and becoming direct as users store important information with cloud servers.Because clients not again have physical 

control of outsourced information, Cloud Computing makes information reliability, protection, and authenticity insurance 

extremely difficult and probably disturbing.This paper sheds focus on mobile cloud computing, its design, problems and solutions 

involved. The perspectives gained through the study of important papers will help make informed decisions in the real world about 

mobile cloud computing and its applications. 
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INTRODUCTION 

Innovation in the information technology (IT) field in 

recent years has forced the world to shift towards 

network-based computing. An ever-increasing number of 

customers are demanding Internet applications and 

services. A massive application and technology request 

has pushed the prolog to an understanding of cloud 

computing. Cloud computing therefore brings another 

phase of Internet development that involves the 

arrangement of Internet usage facilities, programming 

departments, and hardware utilities[1]. Cloud computing 

is, in specialized terms, a bunch of servers or PCs 

clustered together to provide specific services on the 

Internet.Cloud computing is a technology that achieves 

the vision of commoditizing computing resources in a 

manner similar to that of electricity and water. Cloud 

computing actually allows users to access immense 

computing resources. The revolutionary computing 

paradigm allows individuals and organizations access 

pay-as-you-go computer resources using fashion.Thus the 

model removes the need to invest capital. It has business 

models such as SaaS (Software as a Service), PaaS 

(Platform as a Service), and IaaS (Infrastructure as a 

Service)[2]. The deployment models include private 

cloud, public cloud, hybrid cloud, and group cloud. 

Mobile cloud computing (MCC) is the cloud computing 

which involves mobile devices.It includes mobile users 

where storage and processing is performed outside of the 

mobile devices in the cloud. MCC's architecture is shown 

in Figure 1. It is clear that mobile devices make use of 

cloud computing facilities. Mobile users offer Network  

 

Operators services. The network operators can in effect 

gain access to cloud services via the Internet. There are a 

number of innovations allowing for MCC[3]. These are 

Web4.0, Hypervisor, Cloudlets, HTML5, 4 G, and 

CSS3.Mobile computing has many advantages including 

device uploading, remote code execution, remote 

scheduling, task transfer, enhanced storage and processing 

capabilities, increased flexibility and reliability, 

scalability, dynamic programming, simple integration, 

multi-tenancy, mobile trading, mobile learning, mobile 

healthcare, health system, telemedicine, mobile gaming 

and so on[4].  
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Fig.1: Architecture of MCC 

CLOUD COMPUTING AND MOBILE CLOUD 

COMPUTING 

Cloud Computing: 

Cloud computing alludes to the programs transmitted over 

the Internet as utilities, as well as to the hardware and 

device software through the datacenters that provide those 

resources. A bunch of PC hardware and software that 

provides the utilities to the community as a whole is a ' 

public cloud'. Computing is suggested as utility in this 

way, much like electricity, water, gas, and so on anywhere 

you just pay for each use. For example, some public 

clouds that are accessible today are "Amazon's Elastic 

Cloud, Microsoft's Azure Stack, Google's App Engine, 

and Sales-force."In any case, cloud computing lacks ' 

private clouds ' that refers to an affiliation as being 

"datacenter." Thus, cloud computing can be defined as 

complete computing as a utility, and software as a 

utility[5].Virtualization of assets is a crucial requirement 

for a cloud provider — for statistical multiplexing is 

needed by the flexibility of the cloud and, moreover, for 

making the fantasy of vast assets for the cloud client.To 

obtain a case as of the current cloud providers, an 

example of "Amazon's EC2" is somewhat similar to a 

physical machine and provides the cloud client with the 

software heap's satisfied permission through a minor 

API.It provides the customer with plenty of software 

adaptability; however, it also means that Amazon has 

minimally configured flexibility and alternatives to 

collapse. Ironically, "Google's App Engine" does 

implement an API on the client but offers great 

programmed adaptability and alternatives to 

failure.Microsoft's Azure stage is something in the center 

of the aforementioned suppliers by providing the 

consumer with several options in the language to choose 

from and providing reasonably configured scale and 

collapse work[6]. All of the above listed suppliers have a 

range of alternatives to "virtualize computing, storage and 

communication." 

Mobile Cloud Computing (MCC): 

Mobile cloud computing has some current definitions; 

author will add some of them. The word mobile cloud 

computing typically intends to run an application such as 

Google's Gmail for Mobile on a remote asset-rich server, 

while the mobile gadget is used as a thin user interfacing 

to the remote server via 3G.Several different cases of this 

kind are the conscious technology field of Facebook, 

Twitter for phones, mobile world gadgets and so forth. 

Another way is to find other mobile devices themselves as 

cloud asset providers that make up a peer-to-peer mobile 

network too.The aggregate assets of the various mobile 

gadgets in the neighborhood area and other stationary 

gadgets will also be used along these lines if available. 

This strategy underpins the flexibility of the application 

and also perceives the potential of virtual clouds to detect 

aggregates.For example, there are peer-to-peer 

frameworks such as SATIN for mobile self-sorting, but 

these rely on part demonstrating frameworks that speak to 

systems consisting of interoperable neighborhood 

segments as opposed to offloading jobs to nearby mobile 

properties. Another way to tackle mobile cloud computing 

is the cloudlet idea proposed by a researcher. The mobile 

gadget is uploading its workload to a nearby "cloudlet" 

containing a few multi-center PCs with remote cloud 

servers available[7].Because of their frame factor, 

contrasting performance and low power consumption, 

suitable computers can be viewed as a great contender for 

cloudlet servers. They have an indistinguishable general 

engineering from a traditional PC, but are less powerful, 

littler, and more accessible, making them suitable for 

small-scale servers in the general population setting. For 

example, these cloudlets would be placed in similar 

territories, cafes with the intention that mobile phones 

could communicate with the cloudlet as a thin customer 

rather than a remote cloud server showing inactivity and 

speed transmission problems. 
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Mobile Cloud Computing Architecture: 

Mobile devices can access cloud benefits in the present 

mobile cloud architecture in two ways, i.e. via mobile 

network or through access points, as shown in Fig 2.For 

example, in the case of mobile network, mobile devices, 

cell / satellite cell phones are linked to a mobile network 

via a Base Station (BS) or a satellite link. Nevertheless, if 

the cell phones are not fitted with a satellite 

communications module, specialized gadgets will be used 

at that point outside the satellite.Furthermore, the mobile 

networks are connected with the Internet and offer the 

customer’s access to the Internet. Along these lines, 

clients can access cloud-based administrations via the 

Internet if they have mobile network coverage.In the case 

of the access point, the mobile customers communicate 

with the access points via Wi-Fi, which is also affiliated 

with the internet specialist organization in order to offer 

the customers Internet network[8]. The mobile cloud 

clients will accept cloud services that lack the use of 

telecom administrations along these lines, which could 

mean them for information activity. Furthermore, 

associations based on Wi-Fi offer less idleness and devour 

less vitality in comparison to associations based on 3G. 

Mobile cloud clients will want to use Wi-Fi Internet 

connections at any level they can reach. 

 

Fig. 2: Mobile Cloud Computing Architecture 

Services Required by Mobile Client:  

Some of the services Mobile Cloud Clients need are 

discussed below: 

Sync: keeps track of and synchronizes changes in the state 

if any to the device or to its program. 

Push: Every cloud service status update is handled using 

push. 

Offline-App: Manages and co-ordinates apps such as Sync 

and Push. 

Network: Easily establishes proper communication and 

manages the channel of communication that is used to 

receive server Push notification. 

Database: Databases handle local data storage for the 

Mobile App[9]. 

Services Required by Mobile Server: 

It addresses some of the services needed by mobile cloud 

servers: 

Sync: synchronizes changes in the system side software 

status with the original data location. The backend data 

still needs to be activated. 

Push: it tracks data channels for updates from the backend 

and notifies devices about this once updates are detected. 

Secure Socket-Based Data Services: This service must 

provide a simple socket server or a SSL-based socket 

server, or both, based on security requirements. 

Security: This service provides authentication and 

authorization services to enable access to the system via 

mobile devices connected to the cloud server. 

CHALLENGES IN MOBILE CLOUD COMPUTING 

Through mobile cloud computing many difficulties are 

faced; a portion of the critical ones are addressed in this 

section. 

Network Latency:Mobile cloud computing faces problems 

caused by network latency due to wireless network 

limitations and restricted bandwidth. Some applications, 

video games and simultaneous video call applications 

require less network latency and reliable bandwidth. 

Security and Privacy Protection:This is an underlying 

issue and the inquiries are still at the essential level. Main 

computational offloading issues in MCC are area data 

assurance and other customer touchy individual data. The 

cloud specialist co-op could peruse the information put 

away in the cloud without knowing the proprietor of the 

information[10].In fact, the cloud provider may not be 
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trusted by all means, and there is a substantial risk that 

information may be seized by an unapproved user given 

the security measures the cloud supplier is trying to take. 

In this way it is a test for understanding clients ' security 

and privacy compliance for device off-loading in MCC. 

Various Access Mechanisms:In nowadays, most network 

systems are varied. For starters, 3 G, Wi-Fi, WI-Max and 

so on are sent with different advances. Mobile cloud 

computing with adaptable bandwidth and vitality 

optimized tools must be always-on, even on-demand open 

mobile connections. 

CONCLUSION 

Mobile cloud computing is a fast-growing field of cloud 

computing. The goal of this innovation is to use mobile 

gadgets to access infrastructure, storage space, or cloud 

applications. Mobile cloud computing can bring benefits 

to consumers and businesses around the world.The 

number of mobile clients has been dramatically expanded 

since a couple of years, and the number of uses for mobile 

applications has increased. Despite the fact that mobile 

cloud computing provides many points of interest and 

usability on mobile devices, this technique faces many 

difficulties.This paper offers insights on mobile cloud 

computing. This addresses issues concerning mobile 

clients in cloud computing, as well as potential methods 

for solving problems. Energy efficiency is one such 

problem.Because mobile devices are restricted in terms of 

energy, they need to be properly utilized. It does mean 

that cloud integration can result in energy efficiency as 

the mobile work is offloaded to the cloud. 
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