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Abstract: - Now a days, automobile thefts are great concern increasing at an alarming rate all over the world. Increasing the density
of vehicles creates a problem in large number security of vehicle. Solution to this problem new approach is developed for providing
security to vehicle by developing secured vehicle management system for control and tracking. In this system the user will control
his vehicle through an android application. A secured mode of communication between Smartphone and vehicle is established via
GSM network where authentication is done before establishing communication. Using Smartphone, the owner will be able to
lock/unlock the vehicle and track the vehicle in case of theft. If the GSM network is not available then the secured Bluetooth mode
is used for communication. The performance of the proposed scheme is evaluated on the metrics such as end to end communication
between user and vehicle.

Index Terms— Global Positioning System, Subscriber Identity Module, GSM network, Bluetooth.

I. INTRODUCTION

Vehicles are expensive other than a house, perhaps, few
purchases will compare to a new vehicle. In order to this
just like any other expensive asset, a vehicle brings with
it a secondary cost, the risk of theft. In some laid-back
parts of the world, locking the doors may be enough to
ward off the threat. Everywhere else, it's a good idea to
arm yourself, and your vehicle, with some security. In
these days, automobile thefts are increasing rapidly all
over the world. So to escape from these thieves most of
the vehicle owners have started using the theft control
systems.

The aim is to provide a user an innovative way to control
(lock, unlock) and track vehicle through the secured
wireless networks so that owner can access vehicle via
Smartphone and to develop a database management
system for RTO officials so that, work of RTO
documentation becomes paperless. The system focuses
on development of vehicle locking and tracking system.
With this, the owner will be able to have secured
communication between owner’s phone and the vehicle
via wireless network viz. GSM network and Bluetooth. In
the network mode, the owner can access the vehicle from
anywhere using web based technology. If this network
mode is not available then system uses Bluetooth as
alternative for which user needs to be in Bluetooth range
to connect the vehicle. The system will include a module
with microcontroller installed in the vehicle which will
communicate with Smartphone application through GSM
network and depending upon the command received from

the Smartphone app, the device in the car will respond
and act accordingly. To enforce the security, the system
will comprise of central cloud storage where the
authentication will be done before granting the access of
car to its owner. Plus, when data network is not available,
there will be availability of Bluetooth as an alternative
way to establish the communication.

Il. LITERATURE REVIEW

2.1 Existing System

In 2012 Dhotre et al [2] using GPS (global positioning),
it is possible to get the location of the vehicle. So, we can
track the vehicle using this technique. In 2011 Jayanta et
al [3] the ignition locking from remote place by using cell
phone is possible. This can be used as antitheft or theft
prevention.
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Fig 3.1 Overview of System

677



wnasiing w

#%IFERP

s L

ISSN (Online) 2394-2320

International Journal of Engineering Research in Computer Science and Engineering
(IJERCSE)
Vol 5, Issue 4, April 2018

For short range communication Bluetooth can be used as
wireless medium of communication. So, system can use
Bluetooth [5] to communicate between Smartphone and
vehicle but there are many security related problems
with Bluetooth [5] which system can overcome through
proper security techniques. For security in wireless
networks, the system can use various data and file
encryption methods [10] also, for encryption of messages
there are techniques like triple DES [1] and advanced
encryption standard (AES) [9]. Triple DES is use of DES
[8] three times DES [1] which enhances security.
2.2 Proposed System

There are two wireless modes of operation that have
been proposed for this system, Network mode and
Bluetooth mode. The communication between Owner’s
Smartphone and vehicle will be established in network
mode i.e. GSM mode. If GSM network is not available
then automatically the system will switch to Bluetooth
mode. The whole system will communicate using triple
DES algorithm for security

I11. OVERALL DESCRIPTION OF SYSTEM

The system would be Smartphone based application
software that would ensure secured communication
between user and vehicle. A database will be created for
the information management and tracking of all vehicles.
Fig. 3.1 shows overall system and focuses on
development of vehicle locking and tracking system.
3.1 Proposed System Functions:
Create a database.
Create entry for new user.
Edit the current database.
Update the database.
Send lock command.
Send unlock command.
Send track command.
Switch to Bluetooth mode.
Check the user authenticity.

3 2 Functional Requirement
3.2.1 Vehicle lock/unlock:
On receiving the lock/unlock command from the
authenticated user, the vehicle side module should be
able to recognize the command received and should be
able to execute the corresponding action correctly.
3.2.2 Vehicle track:
SOn receiving the track command, the GPS installed in
the vehicle module should be able to track its co-
ordinates and send them to owner’s Smartphone, where
the received co-ordinates would be used to show the
exact location of vehicle on the map integrated in
system’s application
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3.3.3 Database maintenance:

In the proposed system, the database which is playing
crucial role in enforcing the security by the mean of
authentication and helping RTO official by making the
documentation paperless should be easy to maintain and
modify as per requirements.

3.3.4 Performance requirement:

*For scalability & high performance the cloud service is
used.

. Faster data networks for network mode of
operation are required for in time and speedy operation.
3.3 Non Functional Requirement

3.3.1 Performance requirement:

*Memory management should be taken into heavy
consideration, objects should not be created unless
needed and memory should not be unnecessarily used.
*CPU usage should be taken into consideration with
every function of the application, high CPU usage can
drain the battery of the mobile device, and therefore all
control structures and algorithms should be designed with
CPU efficiency in mind.

3.3.2 Safety and security requirements:

The cloud database makes sure that the database will
remain stable. The system will not involve rooting of OS
and thus will not be able to replace or modify the
operating system itself. It will not degrade, harm or
interfered with any other running application.

3.3.3 Software quality attributes:

Reliability: Use of modern cryptography ensures that the
system is reliable.

Scalability: Use of cloud computing will ensure the
system is scalable.

Testability: Writing the application as a set of small
modules will enable us to Unit test the individual
components of the system more effectively.

* Reusability: Writing the application as a set of small
modules will enable us to reuse the code for any
additional development in isolation.

o Usability: All care should be taken to abstract
unnecessary details away from the view of the end user.
3.4 Project Process Modeling

The incremental build model is a method of software
development where the model is designed, implemented
and tested incrementally (a little more is added each
time) until the product is finished. It involves both
development and maintenance. This model combines the
elements of the waterfall model with the iterative
philosophy of prototyping. Proposed system uses
incremental model as shown in fig. 2.1.
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No of Increments

Fig. 3.2 Incremental Model

The fig. 3.2 gives the idea of how the incremental model
working; system gives basic functioning at the end of
first phase. In the next phase/ increment, the database and
session functionality is completed successfully, in the
third increment, Bluetooth mode is implemented
successfully. And in the last increment, security is
enforced successfully.

IV. EXPERIMENTAL RESULTS

4.1 ALGORITHMS USED
4.1.1 Storing data on hardware and in database:
Input: Owner and Vehicle Information
Output: Data on to the small hardware module and in
database.
A.  Algorithm Steps:
1)  Go to given domain name
2)  Go to admin login
3)  Enter Login and password
4) If credentials are not valid go to step 2 else go to
next step
5) Enter Owner Information
6)  Store owner information into the database
7)  Enter Vehicle Information
8)  Store owner information into the database
9) Write all data to hardware module memory
4.1.2 Vehicle Access (Network Mode)
Input:-Login ID and Password
Output:-Vehicle Locking/Unlocking and Tracking
Algorithm:

1) Application in owner’s phone is in Network
mode

2) If owner wants switch to Bluetooth mode else
go to next step

3) Go to given domain name

4) Enter Login and password

5) If credentials are not valid go to step 2 else go to

next step

6) Select your vehicle from vehicle lists that you
own

7) Send Lock/Unlock command or Track Vehicle
8) Get acknowledgement

9) Go to step 5 or go to next step

4.1.3 Vehicle Access (Bluetooth Mode)
Input:-MAC address and Radio Frequency
Output:-Vehicle Locking/Unlocking and Tracking
A. Algorithm Steps:

1) Application in owner’s phone is in Bluetooth
mode

2) Enter MAC address and Radio Frequency

3) If credentials are not valid go to step 2 else go to
next step

4) Send Lock/Unlock command

5) Get acknowledgement

6) Go to step 3 or go to next step

4.2.1 Security Algorithm

In both modes for encryption the proposed system uses
Triple DES algorithm [1] [8]. The high level description
of this security algorithm is as: Triple DES uses a "key
bundle" which comprises three DES keys, K1, K2 and
K3, each of 56 bits (excluding parity bits).

V. RESULT DISCUSSION

Login form designed for the administrator where the
administrator enters ID and password to login. Each
administrator has a different login so that they can see the
different entries for the wvehicles present. The
administrator can view all the vehicles, make new entry,
edit data, change password. In fig 5.1 the administrator is
making a new entry for a new vehicle. In this the owner
is automatically given an ID which he can use to control
his vehicle. The various details entered in the table are
Owner Name, Owner Address, Owner City, and
Password. All the entries are entered in the table to create
a record.
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5.1 Make New Entry

In fig 5.2 the administrator clicks the view all tab and Society
gets the list of various owners along with the 1D and IP. i
Different owners have different IP to operate their
vehicle in order to differentiate the different vehicles of
the same owner. In view all option the whole details of fbme
the owner are given i.e. the address, city, chassis Id etc.
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e Bt _ Fig. 5. 4 Vehicle Locations Map
[P st Ceh e N | Fig 5.4 shows the map view of coordinates which the
flten P Pee ¥ Smartphone receives from the vehicle. The user will be
provided with the current location of the vehicle at
desired intervals of time.
V1. CONCLSION AND FUTURE SCOPE
F A system has been implemented which can effectively
ST perform various control actions on the remote vehicle.
e | Operations such as ignition lock, door lock will be
Fig 5.2 Database Entries performed remotely and securely to ensure safety. As this
192.168.43.14:80.. (O is being done over the web,_there are no range limitations
involved. The same operation can be performed from a
1 short range in case of network failure using Bluetooth.

The enforced security algorithm for Bluetooth makes it
extremely difficult to breach. Additionally, location
Chasis ID : 555 information is also given to the vehicle owner if he wants
to do so. All the stated functions are performed using a
Smartphone which makes the system portable and more

My Vehicles | Change Password | Logout

Trying to reach vehicle..

Select Command... convenient and facilitates ease of use so owner doesn’t

vahicle Lockad. need to carry keys. Digitization of records provides

efficient management for the authorities unlike the

Track: traditional paper work which is still being followed.

Using this system people can govern their vehicles with

Unlock: and improved accessibility and less active involvement.

By using this system with high security measures, cost

Send effectiveness and easy operability, vehicle theft rates can

be reduced significantly. This system can be used in fleet

Fig. 5.3 Vehicle Information tracking and traffic management once implemented on a

Fig.5.3 shows the menu which the user will get after he large scale. Fleet tracking is the use of GPS technology to

chooses the vehicle he wants to control. He can either identify, locate and maintain contact reports with one or
lock/unlock or track his vehicle. Most important thing is more fleet vehicles in real-time.

if the vehicle is in lock state the user will get unlock in
the menu and if vehicle is in unlock state the user will get
lock in the menu.

680



=,
“r ]FERP ISSN (Online) 2394-2320

wansting mog e derminiag reomnd

International Journal of Engineering Research in Computer Science and Engineering
(IJERCSE)
Vol 5, Issue 4, April 2018

REFERENCES

[1] “Triple Data Encryption Standard”, Published By
Federal NIST Special Publication 800-67, Revised
January 2012.

[2] Amol S. Dhotre, Abhishek S. Chandurkar & S. S.
Jadhav, Dept. of Electronics Engineering, Govidrao
Wanjari College of Engineering, Nagpur, India, “Design
Of A Gsm Cell — Phone Based Vehicle Monitoring &
Theft Security System”, International Journal of
Electrical and Electronics Engineering (IJEEE), 2012.

[3] Jayanta Kumar Panyl & R. N. Das Choudhury, Dept.
of Electronics and Communication Engineering,
Raajdhani Engineering College, BPUT, Odisha, India,
Dept. of Electronics and Instrumentation Engineering.
ITER, SOA University, Odisha, India, “Embedded
Automobile Engine Locking System Using GSM
Technology”, International Journal of Instrumentation,
Control and Automation (IJICA) ISSN, 2011.

[4] “System And Method For Exchanging
Encryption Keys Between A Mobile Device And A
Peripheral Device”, US Patent, US 2011/0280401 Al,
November 17 2011.

[5] “Studying Bluetooth Malware Propagation”,
Published By The IEEE Computer Society, 2007.

[6] “In-Vehicle Secure Wireless Personal Area
Network”, Published By The IEEE, 2006, IEEE
Transactions On Vehicular Technology, Vol. 55, No. 3,
May 2006.

[7] “Bluetooth: Technology For Short-Range Wireless
Apps”, Published By The IEEE Computer Society, 2001,
IEEE Internet Computing, May-June 2001.

[8] “Data Encryption Standard (DES)”, Published By
Federal Information Processing Standards, Publication,
October 1999.

[9] “Advanced Encryption Standard”, Published By
Federal Information Processing Standards Publication,
November 26, 2001, First Published 1998.

[10] “How You Can Use The Data Encryption Algorithm
To Encrypt Your Files And Database”, Published By Roy
F. Van Buren Cpa Cisa , 1990.

681





