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Abstract - MIMO networks are providing a perfect solution to increase throughput of the data. Basically, MIMO networks are
based on multiple receivers and transmitters. These multiple transmitters and receivers are providing best performance with secure
data transmission. This paper is focusing on MIMO networks, like how these networks are being used to reduce transmission cost,
because MIMO is using digital signal processing technique known as beamforming. This technique is quite helpful to improve the
signal quality, signal interference problem can be reduced and overall data quality is also improve by using this beamforming
technique. This paper is going to discuss all functions and working process of beamforming. Security is another main requirement
of any network, MIMO networks are providing advance security for wireless networks. Fading of signals can be reduced by using
MIMO. But still MIMO networks are not secure enough, because network is sending data to the receivers without any
authentication and MIMO networks are also broadcasting data. The adaptive transmit processes can easily increase the capacity of
the channel and this will also improve the security of MIMO networks. Last part of the paper is based on the performance and cost
gain of the MIMO wireless networks. MIMO is using multiple antennas on both sides to improve the spectral efficiency of the
network, because when multiple antennas are used on both sides, then spatial multiplexing is also increase. MIMO technique is a
best choice to improve the security of wireless networks. And also it is quite helpful to increase network capacity.
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I.

INTRODUCTION

Designing of new digital fonts is very tough and time
Human depends greatly on wireless and wired networks for
worldwide communication. Unlike wired networks, wireless
technologies offer people mobility and comfort. New
technologies have been constantly researched to improve the
coverage of wireless technologies by using signal
processing techniques and modulation. To improve the
quality of service, diversity systems were introduced. In
diversity systems, multiple transmitters are used to decide
which transmitter is suitable for use in a given time or
location. Previously only one transmitter and receiver were
used in a network. Another improved approach was
introduced where the concept of multiple antennas were
used in a network at the same time at a given time. The
multiple antennas are also known as Multiple Input/Multiple
Output Antenna (MIMO).
The MIMO antennas helped to improve the throughput
greatly as compared to the single antenna systems
(Hampton, 2013). It also helps to improve the digital signal
processing techniques due to simultaneous transmission of
signals. MIMO uses beamforming digital signal processing
technique which points the RF signals to a specific location.
Hence it helps to improve the quality of the data transmitted
and also resolve signal interference problems. MIMO

antennas use same codes for using the beamforming
technology (Almradi, Information and Energy Beamforming
in MIMO Wireless Powered Systems, 2015). The antenna
basically tunes phases in multiple ways and forms a beam in
specific direction by changing amplitude.
MIMO is also termed as a smart antenna due to its signal
adaptation feature based on different situations and
requirements (Hampton, 2013). The adaptive arrays can
now be switched into adaptive beam arrays. The switched
beam array has multiple fixed beams that the user can select
to improve the performance and reduce interfering signals.
II. SECURITY IMPROVEMENT IN MIMO
WIRELESS NETWORKS
A. Traditionally the diversity systems were used to improve
the transmission reliability. However, the system also has
great potential to be exploited for wireless security. Physical
layer security is also improved through the use of MIMO
and multiuser diversity (Chen, Chen, & Liu, 2015). The
wireless networks are built by multiple users and Wi-Fi
routers therefore the multiuser and MIMO diversity is
applicable is the system. MIMO has shown great mean to
improve the capacity of the wireless channel and reduce the
wireless fading. Unfortunately, the eavesdropper can misuse
the MIMO structure to increase the capacity of the wiretap
from the sender to itself (Zou Y. e., 2015). Hence it is very
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important to develop and built a strong network as it may
decrease the secrecy of the wireless network. In a traditional
open-loop space-time block coding, the receiver estimates
the channel matrix to perform the space-time decoding
leading to diversity gain for the main channel. The same
process can also be applied by the eavesdropper for
diversity gain for the wiretap channel. Therefore, the
traditional space-time coding is not effective for improving
the physical layer security. It can also be said that the when
a sender sends signals to the receiver through multiple
antennas, the same copies are also intercepted by the
eavesdropper (Zou & al, A Survey on Wireless Security:
Technical Challenges, Recent Advances, and Future Trends,
2015). One can also say that the wiretap channel of the
MIMO networks is a broadcast channel. In MIMIO
networks, the source can send private data to the legitimate
destination and unintentionally to unauthorized users. The
security of the MIMO system can only be perfect when
source and destination communicate at a positive rate while
no information transfer between the unauthorized
eavesdroppers becomes zero. To get to the problem of the
issue, researchers have converted the wiretap channels in
MIMO into a broadcast channel in which the number of
antennas is arbitrary for both the source and destination i.e.
legitimate destination and eavesdropper. It was found out
that by maximizing the covariance matrix, the wiretap
channel’s secrecy capacity is equal to the difference
between the capacity of source and legitimate destination
and source and eavesdropper (Jameel, Asymptotic Analysis
of Secrecy Capacity in Industrial Wireless Sensor Networks,
2016).
III. PERFORMANCE AND COST GAINS IN MIMO
WIRELESS NETWORKS
Multiple antennas have been used at one side of the network
for improving the performance of interference problem,
diversity and array gain with the help of coherent combing.
MIMO introduces the use of multiple antennas on both sides
of the wireless network. It helps to gain spatial multiplexing
which improves spectral efficiency (Mohammadi, 2015).
Spatial multiplexing increases capacity linearly as compared
to the wireless networks using single antennas at one or both
ends with no additional bandwidth or power expenditure
(Prasad & Velez, 2010). The advantages of the MIMO can
be realized in wireless networks when the propagation
channels show rich scattering and transmission of
independent data streams using same frequency
simultaneously. The capacity gains are realized by the
receiver by manipulating the differences in the spatial
signatures added by a MIMO channel on a multiplexed data
stream to identify different signals.

Another important advantage of the MIMO wireless
networks is the diversity. It leads to the improved link
reliability (Prasad & Velez, 2010). This renders the channel
“less fading” and co-channels the interferences to improve
the robustness. The data signals are transmitted over the
several fading dimensions of space, time, and frequency
independently while combined properly on the receiving
end for diversity gains. No extra transmission time or
bandwidth cost is incurred in case of spatial diversity as
compared to the frequency or time diversity which makes it
extremely attractive. MIMO’s space-time coding helps in
spatial diversity gain in wireless networks by using multiple
transmitting antennas without the need of channel
knowledge by the transmitter.
The advantage of array gain can also be utilized by both
transmitting and receiving end (Prasad & Velez, 2010). For
coherent combing, the channel knowledge is needed which
helps to increase the average receive signal-to-noise ratio
(SNR). Thus the coverage of the wireless network is
improved with MIMO. Furthermore, the co-channel
interference is reduced or cancelled out by using multiple
antennas at one or both end of the wireless network. Hence
the cellular network capacity is improved.
To improve the cost of the MIMO wireless network,
different approaches have been proposed by the researchers
for energy conservation. Hardware level optimization is
achieved to minimize the energy consumption (Ding Z. e.,
2015). While at the destination node, the energy
consumption is minimized by using the low rank
equalization. Without degrading the channel capacity of the
network, reducing the order of the transmit antenna
selection at both the sender and receiver node also
minimizes the cost of the network. MIMO can also help to
improve the lifetime of the sensor networks. The sensor
networks have a central fusion center equipped with
multiple antennas. It can use the antenna for focusing RF
energy on the sensors and charging the sensors wirelessly.
Thus MIMO gives a more energy efficient solution as
compared to the single antenna transmitters (Amarasuriya,
Liu, & Poor, Wireless energy harvesting massive MIMO
relays, 2016). The relay can also harvest energy using the
signals from the sender node. It then uses the harvested
energy to send the data to the destination node in a wireless
network. It not only facilitates the efficient use of signals in
a network but also open new horizons for combining energy
and information in the wireless networks (Ding Z. e., 2015).
A wireless network consists of many active and non-active
users. The inactive devices in the network having MIMO
features can be used as relays to help the active users in the
network. Therefore, the use of the MIMO relays can help to
manage multiple sender-receiver pair simultaneously. At the
same time, it will also not reduce the battery of the inactive
devices. It helps to improve the performance and is an
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optimal trade-off between the harvested energy and
information rate (Lu & al, 2015). Furthermore, to improve
the energy consumption, it is also proposed to convert
MIMO system into a set of SIMO links where each
transmitter is activated individually and channel
performance is estimated
for each SIMO system.
IV. CONCLUSION
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The MIMO wireless networks are an improved and
enhanced concept to improve the performance and coverage
of the traditional wireless network. The technology offers an
energy efficient solution with no additional cost. The
multiple input multiple output uses multiple antennas to
send and receive signals over the internet. It can be very
easily incorporated in the wireless network as the network is
already made up of multiple routers. Furthermore, the
technique helps to improve the security of the physical layer
by providing three techniques i.e. beamforming, power
allocation and transmit antenna selection. Each technique
offers an innovative way to improve the secrecy of the
network. Furth more, there are many performance gains of
the MIMO wireless network as compared to the
conventional networks as it does not have any additional
bandwidth or transmission cost. The system works perfectly
on the same bandwidth as the conventional networks.
Therefore, the network does not have to bear any additional
costs. Furthermore, the MIMO architecture proposes an
energy efficient solution for the wireless networks where
each node helps to improve the performance of the network
and helps to fully utilize signals for energy efficiency.

[7] Ding, H., & al, e. (2016). On the Effects of LOS Path
and Opportunistic Scheduling in Energy Harvesting Relay
Systems. IEEE Transactions on Wireless Communications.

REFERENCES

[13] Mohammadi, M. e. (2015). Full-duplex MIMO
relaying powered by wireless energy transfer. 2015 IEEE
16th International Workshop on Signal Processing
Advances in Wireless Communications (SPAWC).

[1] Almradi, A. (2015). Information and Energy
Beamforming in MIMO Wireless Powered Systems.
[2] Almradi, A., & Hamdi, K. A. (2016). The performance
of wireless powered MIMO relaying systems with energy
beamforming. 2016 IEEE International Conference on
Communications (ICC). IEEE.
[3] Amarasuriya, G., & Poor, H. V. (2015). Wireless
Information and Power Transfer in Multi-Way Relay
Networks with Massive MIMO. 2015 IEEE Global
Communications Conference (GLOBECOM). IEEE.
[4] Amarasuriya, G., Liu, S., & Poor, H. V. (2016). Wireless
energy harvesting massive MIMO relays. 2016 IEEE Sensor
Array and Multichannel Signal Processing Workshop
(SAM). IEEE.

[8] Ding, Z. e. (2015). Application of smart antenna
technologies in simultaneous wireless information and
power transfer. IEEE Communications Magazine 53.4 , 8693.
[9] Hampton, J. R. (2013). Introduction to MIMO
communications. Cambridge University Press.
[10] Jameel, F. (2016). Asymptotic Analysis of Secrecy
Capacity in Industrial Wireless Sensor Networks.
[11] Jameel, F. (2016). Multi-node Scheduling Scheme in
the Presence of Multiple Cooperating Eavesdroppers.
[12] Lu, X., & al, e. (2015). Wireless charging technologies:
Fundamentals, standards, and network applications. IEEE
Communications Surveys & Tutorials 18.2 (pp. 1413-1452).
IEEE.

[14] Prasad, R., & Velez, F. J. (2010). Multiple Antenna
Technology. WiMAX Networks Springer Netherlands, 423450.
[15] Ren, Y., Gao, H., & Lv, T. (2016). Robust
beamforming and artificial noise design in interference
networks with wireless information and power transfer.
Peer-to-Peer Networking and Applications 1-11.
[16] Zhu, J. e. (2016). On secrecy performance of antennaselection-aided MIMO systems against eavesdropping.
IEEE Transactions on Vehicular Technology 65.1, 214-225.

13

ISSN (Online) 2394-2320
International Journal of Engineering Research in Computer Science and Engineering
(IJERCSE)
Vol 5, Issue 9, September 2018
[17] Zou, Y. e. (2015). Improving physical-layer security in
wireless communications using diversity techniques. IEEE
Network 29.1, 42-48.
[18] Zou, Y., & al, e. (2015). A Survey on Wireless
Security: Technical Challenges, Recent Advances, and
Future Trends.
[19] Zou, Y., & al, e. (2015). Relay selection for wireless
communications against eavesdropping: A securityreliability
tradeoff
perspective.
arXiv
preprint
arXiv:1505.07929.
[20] Zou, Y., & Zhu, J. (2016). Security-Reliability
Tradeoff for Cooperative Relay Networks. Physical-Layer
Security for Cooperative Relay Networks (pp. 53-71).
Springer International Publishing.

14

