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Abstract: Modified Symmetric Encryption Algorithm (MSEA) is an ARX algorithm. In other words, the encryption procedure
includes arithmetic, rotation and XOR operations. MSEA is also a symmetric algorithm. A symmetric algorithm uses the same key
for encryption as well as decryption. In this paper, we have a proposed a technique to make MSEA more efficient in terms of
power and memory by using an 8 bit reversible arithmetic and logic unit (ALU). Reversible logic is an emerging technology. The
fact that there is no loss of data amounts to the advantage of less power dissipation in the reversible logic. The 8 bit ALU to be used
in the design will include operations like left rotation, right rotation, increment, XOR operation. These operations are implemented
using the basic reversible gates like Feynman gate, Fredkin gate, Peres gate, HNG gate. These gates can also be used to do the

basic operations like AND, NAND, OR, NOR gates.

I. INTRODUCTION

Confidentiality is a very important aspect of secure
communication. In an era, where  majority of the
communication takes place via the Internet, it is essential to
maintain the integrity along with the confidentiality of the
message. A secure system does not allow the third party to
intercept the message even if it does happen; the message will
be not be in human readable form. Several techniques are
designed with regard to the same. Unpredictability of the
encrypted text and the complexity of the algorithm is a
measure of how secure the algorithm is. In this paper, a
thorough study of the MSEA algorithm is done. Flexibility in
the level of security and faster implementation are the key
features of MSEA. The data dependent rotations make the
algorithm fairly unpredictable. Another key feature is the size
of the encrypted data called as the cipher text is always
double of the message also called as plain text.

Increasing the complexity of the algorithm means requirement
of more power. This is not feasible in devices like mobiles
where the resources are constrained. Algorithms having
complex operations drain more power from the devices,
reducing their life time. Reversible logic is a significant
effort towards reduction of power consumption. As there is no
loss of data in reversible logic, the power dissipation is
almost negligible. In this paper, we have implemented an 8
bit ALU using reversible logic. The ALU uses the basic
reversible gates like Feynman gate, Fredkin gate, Peres

gate, HNG gate. The implemented ALU can perform 16
logical and arithmetic operations.

In this paper, we have discussed the new version of MSEA
which can be implemented using the 8 bit ALU. In Section I,

MSEA algorithm is discussed with the encryption and the key
generation process. In Section 111, the 8 bit ALU is designed
and implemented. Section 1V, shows the simulation results of
all the modules.

ILALGORITHM DESCRIPTION

MSEA can use variable plain text but in this paper, the
algorithm will be discussed assuming the plain text length to
be 128 bits wide. The notability of the algorithm lies in its
flexibility for the user. The user can decide the number
rounds and the size of the plain text. There is a definite
relationship between the sizes of the plain text, size of the
cipher text, the number of rounds. Generally assuming that
the length of the plain text is s bits, the lengths of the different
keys are calculated as follows.

i) Swap Key: The length of the swap key is dependent on the
length of the plain text. The swap key length is given as log2 s
bits; ii) Master Key: It is used to produce the round keys. The
length of the master key is

2s bits; iii) Round key: The key is a unique key produced for
each of the rounds. It has the same length as the Master key.
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Figure 1 shows the encryption procedure of the MSEA 55 — R — —
algorithm in which the plain text is considered to be of length I T = = B
128 bits. e
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Figure 1: MSEA encryption for 128 bits plain text.

The input plain text of 128 bits is expanded into 256 bits
using the message expansion procedure [1]. The expanded
message is then passed through the round function where Length
using the round Kkeys, output is generated. For r rounds, r . Swap
round keys are generated using the round key generation functions Kev
process [1]. The round function of the MSEA for round 1 is
described in Figure 2.

Number

of Round | Plaintext Master key

In Figure 2, DDR represents data dependent rotations. The Figure 238 giative key for the MSEA.

256 bits round key is divided into four equal parts of 64 bits
each and each part is named as Kla, K1b, Klc, and
K1d. respectively. represents addition while

I1l. ALU DESCRIPTION

represents XOR operation. The same procedure is repeated The ALU implemented uses reversible logic to perform
f Fr)r o st pth 256 bits round E The in tpi th various operations. The list of operations performed by the
or T FOUTGEsHOT N grotind xeys. e A gy © implemented ALU is listed in Table 1

message block which is the extended version of the plain text 5N

> . A VL B  Select Input Operations.

and is of 256 bits. The output is 256 bit cipher text. s3 2 s1 S0 o
o o 0 [+} Clear

The swap key which is log2s bits in length is generated using f,’ 2 2 (1, 5:;':::':';,,
the swap function as described in [1]. Figure 3, shows the o o 1 1 Multiplication
cumulative key of MSEA which is shared by the sender and 5 i o 2 EHrhinig
the receiver. The cumulative key consists of four parts. The 0 1 1 0 Laft shift
first part describes the number of round functions and is 6 - . . . aar-—-a
bits wide. The maximum and the minimum allowable 1 0 0 1 AND
number is 63 and 1 respectively. The second part indicates the 1 0 1 o NOT
size of the plain text whose length ranges from 128 bits to i f - ; :g:
2048 bits. In case if the plain text chosen has a length lesser 1 1 o 1 NAND
than 128 bits then it is padded with zeros to ensure that the - - . " izl

result plain text is 128 bits. The remaining two parts are an
indication of the length of the swap key and of the master key Table 1: Operations performed in the ALU.
respectively.
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In this paper, the reversible gates used to implement the ALU
are Feynman gate, Fredkin gate, Peres gate, HNG gate and
New gate. The symbolic views of these gates are described
in [1]. The ALU module includes sub-modules of an adder,
multiplier, shifter and a logical unit. The description of each
of these modules is given in Figures 4-8.
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Figure 4: Full adder/subtractor using reversible logic.

Figure 5 is a representation of the ripple adder that has a half
adder and full adders cascaded together. The control input
determines if the operation to be done is addition or
subtraction. If control input is zero, addition is performed
else subtraction. To perform addition/subtraction of 8 bits,
half adder and a full adder are placed in serial manner.
Two inputs each of 8 bits is fed to the adder to produce an
8 bit sum/difference and a carry/borrow.
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Figure 5: Ripple adder/subtractor using reversible logic.

The multiplier multiplies two 8 bit numbers to produce a 16
bit product. It includes two steps. In the first step, the partial
products are generated as shown in [1]. In the second step, the
partial products are applied to the Peres and HNG gate to get
the final product as shown in Figure 6.
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Figure 6: Multiplication using reversible logic.

In Figure 6, X and Y are the 8 bit inputs while P is the 16 bit
product. A total of 20 garbage values are generated.

In reversible logic, shifting operation is done wusing a
reversible 2:1  multiplexer that composes of reversible
Fredkin gates. The other input, shift which is 3 bits wide in
this case, decides the number of shifts. The maximum
possible shifts in the designed ALU are 7. Figure 7 describes
the right shift operation using 8 bit input, A.
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Figure 7: Right shift using reversible logic.

In Figure 7, P is the shifted output. In the first stage, the input
is shifted by four bits, in the second stage by two bits and in
the last stage by one bit if the values of the shift signal for the
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stage is one else the outputs of the previous stage as passed to
the next stage.
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Figure 8: Left shift using reversible logic.

In Figure 8, P is the shifted output. In the first stage, the input
is shifted by one bit, in the second stage by two bits and in the
last stage by four bits if the value of the shift signal for the
stage is zero else the outputs of the previous stage as passed to
the next stage.

In this design, the logical operations like AND, OR, NAND,
NOR, XOR are done using the reversible gates. The AND and
OR gate are implemented using the Fredkin gate, while
NAND and NOR are implemented using the New gate. The
description of these gates in given in [1].

IV.SIMULATION RESULTS OF ALU

The ALU is implemented using Verilog VDL. The design is
synthesized in Xilinx 10.1. Figures 9-18 are the simulation
outputs of the arithmetic and logical operations of the ALU.
Table 2 lists out the LUT’s, IOB’s and the total power
required for the operations that are performed in the ALU.

Figure 9: Simulation result of ripple adder.

Figure 10: Simulation result of multiplier.

Figure 11: Simulation result of right shift operation.

Figure 12: Simulation result of left shift operation.

Figure 13: Simulation result of OR operation.
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Figure 17: Simulation result of NAND operation.

Figure 18: Simulation result of NOR operation.

Figure 14: Simulation result of AND operation.
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Table 2: Simulation and poWer details of all modulés.
V.CONCLUSION

MSEA being an ARX algorithm is simple in nature.
It’s key feature being flexibility and not preserving the parity
of the input. This prevents any attacks that use parity of the
input-output. The data dependent rotations insert lot
L I ¢ NS SNTE T RSN T RN | Rt O RET uncertainties guarding it against any chosen plain text or

© | /NN ¢ TR | SUNCTE | BE) 1 ROIN ) ROEINL | BN ¢ RO cipher text attack. According to the results, assigning the
T ABWE | MNIT | SN | SNWN | DNRN ) MR | BT DT number of rounds to 9 achieves strong avalanche effect [1].

. For security purpose the number of rounds is taken to be 18
for a 128 bits plain text. Analysis in [1] shows that MSEA is

significantly faster than some existing algorithms.

Figure 16: Simulation result of XOR operation.

Reversible logic with its advantage in power dissipation
makes it beneficial in systems where the resources are
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constrained. According to [2], the power dissipation is
improved to 39% using reversible logic, hence making it
suitable for low power applications. The design can be
extended to 16, 32, 64 bits also.
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