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Abstract— Nowadays biometrics and embedded systems technologies bring the required means to face those security challenges in 

the current technological age. The electronic age points to the embedded security as one efficient solution for those applications 

where confidential treatment of the information is needed. Moreover, the genuine biometric characteristics of each individual 

become the most reliable features to be used as personal identifiers in front of the world, replacing those low-security tokens such 

as ID cards, PINs and passwords. Following this direction, the HW-SW co-design of a fingerprint-based personal recognition 

system embedded on a dynamically reconfigurable platform is suggested in this work. The selected system architecture provides 

the power to design these high performance applications at low cost. 

 

I. INTRODUCTION 

 

Human fingerprints are one of the oldest signs of 

identity. Their effectiveness has been proven along the time, 

in either civil or forensic personal identification 

applications. Two are the main reasons to build a reliable 

personal recognition system based on fingerprint biometrics. 

Uniqueness it is believed that there do not exist in the world 

two people with identical fingerprints. Every individual has 

his own fingerprints, different to the rest of the humanity, so 

fingerprint characteristics can be used as the genetic code 

inherent to the individual’s identity. Permanence those 

distinctive traits (fingerprint patterns) are invariant with 

time. Their formation depends on the initial conditions of 

the embryonic development, and once the embryo is fully 

developed, the fingerprint ridge-valley flow pattern keeps 

invariant with time. 

Although the discrimination power of human 

fingerprints is a reality, the design of an electronic system 

able to automate the matching process of two fingerprints in 

an accurate way is still an open research problem. The 

automatic fingerprint recognition system is responsible for 

matching two fingerprint impressions and generating a 

similarity score in the range 0% - 100%. The closer the 

score is to 100%, the more certain is the system that both 

fingerprints come from the same finger (so both fingerprints 

belong to the same individual). Similarly, the closer the 

score is to 0%, the more confident is the system that both 

fingerprints come from different fingers. The comparison of 

the similarity score with a certain threshold will state the 

final authentication result (match/non match). The accuracy 

of the recognition system is calculated by means of the false 

acceptance (FAR) and false rejection (FRR) rates.) Both 

rates are also in the range [0,1], and the closer the FAR and 

FRR rates are to 0, the more reliable is the recognition  

 

 

system. However, there exists a trade-off between FAR and 

FRR:decreasing/improving FAR implies 

increasing/worsening FRR, and vice versa. The selection of 

the matching threshold for the application normally involves 

a compromise and it strongly depends on the security level 

(FAR/FRR levels) required for the recognition system. 

Critical applications (e.g. access control systems to 

restricted areas) will require high thresholds (low FAR) 

whereas less critical daily-use applications can accept 

medium-low thresholds (low FRR). The remainder of the 

paper is organized as follows. In section 2 the different 

stages involved in an AFAS (automatic fingerprint 

authentication system) are detailed. The system architecture 

suggested for the application is covered in section 3. Finally, 

in section 4, the article ends with some concluding remarks. 

 

II. FINGERPRINT AUTHENTICATION 

 

Several processing tasks are involved in an 

automatic fingerprint-based recognition system:  

 

A. Image Acquisition 

The first step deals with the acquisition of a digital 

bitmap of the user’s fingerprint. There are different types of 

electronic fingerprint sensors in the market according to the 

technology selected to build the sensor device (e.g. optical 

sensors, capacitive sensors, thermal sensors...). Moreover, a 

new classification can be done according to the size of the 

sensing surface: complete fingerprint sensors, where the 

sensing surface is big enough to acquire the complete image 

of the fingerprint in only one step, and sweeping sensors, 

where it is needed to sweep the finger over a rectangular 

sensing surface of several pixels tall to acquire the complete 

image. In this case, an additional processing stage 
consisting in the reconstruction of the consecutive slices is 
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required in order to obtain the complete bitmap. Thinking 

about low-cost embedded systems, authors have selected a 

thermal sweeping sensor as a good choice to develop a 

personal recognition system. Apart from the fact that less 

silicon area means less cost for the sensing device, the 

reduced size of the sensor is ideal to be embedded in a small 

platform such as a smart card. The sweeping technique can 

also improve the security of the system by removing the 

chance of latent whole fingerprint images on the sensing 

surface after the acquisition process. Fig. 1.a shows the 

consecutive slices acquired, and the complete fingerprint 

image reconstructed from them. 

 

B. Image Processing 

 

Many methods for matching fingerprints have been 

presented in literature [1]. A classification can be done 

according to the fingerprint features used in the matching 

process as image correlation-based, ridge-based and 

minutiae-based techniques. However, in order to increase as 

much as possible the reliability of the matching system, the 

general trends in fingerprint biometrics points to the 

development of hybrid systems that fusion all those 

techniques in order to take profit of their advantages while 

overcoming their weak points. 
Several image-processing stages are needed before 

extracting those distinctive characteristics available in a 

fingerprint impression. After the fingerprint acquisition 

stage, a digital bitmap of the finger texture is obtained. This 

bitmap is normally composed of two parts: the real 

fingerprint area and the background. A first pre-processing 

stage called segmentation [2] is needed in order to 

discriminate between the image foreground and the 

background. After the segmentation process, only the 

foreground area will be taken into account, and further 

analyzed in the next processing stages.  

Fingerprints are oriented texture patterns. The field 

orientation map denotes the average orientation of the 

fingerprint ridges in every local region of the image. 

Therefore, the original image is split in blocks and the ridge 

orientation is estimated for each block as suggested in 

[3].The ridge orientation of an image block can be obtained 

by computing the gradient for every pixel of the block. The 

gradient denotes the direction of those pixels on the image 

that present the maximum intensity change. Once computed 

the gradient for all the pixels of the block, the average 

magnitude determines the gradient of the block. Since the 

image is inherently rich in edges due to the ridge-valley 

alternation, the gradient response is high in those blocks 

corresponding to the finger, whereas those blocks related to 

the background of the image present a small gradient 

response. Therefore, once determined the gradient of each 

image block, it is possible to use it in order to perform the 

segmentation of the original image. The comparison of the 

gradient of each block with a certain threshold will 

determine if the block belongs to the foreground or to the 

background. As result of the image segmentation, the image 

background is separated from the fingerprint area. Fig. 1.b 

shows the segmentation result obtained from the original 

fingerprint image, and Fig. 1.c shows the field orientation 

map for the segmented image. 

 

C. Feature extraction 

 

Two are the main features extracted from a 

fingerprint to be used in the matching process, the field 

orientation map, obtained by computing the ridge 

orientation of each image block, and those characteristics 

points, called minutiae, and mainly based on the ridge 

discontinuities (ridge endings and ridge bifurcations). 

 

D. Feature Matching 

 

Fingerprint matching is a real challenging task. 

Many research lines have been developed coping with the 

nonlinear distortions originated during the fingerprint 

acquisition stage, when mapping a 3-dimensional and elastic 

fingertip onto a 2-dimensional sensor plane. These 

distortions are practically inevitable, and are caused by 

several factors such as the unevenly distributed pressure 

exerted by the finger over the scanning sensor, as well as the 

inherent elasticity of the skin. 

The fingerprint matching technique used in this 

work does not deal with the complete images. As described 

in the above sections, the algorithm extracts those relevant 

features present in the fingerprint impressions. Once 

obtained the distinctive features for both fingerprints to be 

compared, the alignment of both images is done. After the 

spatial alignment of both fingerprint impressions, it is 

possible to identify the overlapped area between both prints. 

This overlapped area becomes the region of interest 

to be further analyzed: the comparison of the field 

orientation maps and the minutiae points present in the 

region of interest results in a similarity score which is used 

to decide the final matching response. Either both 

fingerprints are genuine (generated from the same finger), 

when the similarity score is equal or bigger than the 

application threshold, or they are assumed to belong to 

different fingers when the similarity score is below the 

threshold. 
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Figure 1. Fingerprint image processing stages: a) acquisition 

and reconstruction, b) segmentation,c) field orientation map 

extraction, d) binarization, e) thinning, f) minutiae 

extraction and filtering. 

This overlapped area becomes the region of interest 

to be further analyzed: the comparison of the field 

orientation maps and the minutiae points present in the 

region of interest results in a similarity score which is used 

to decide the final matching response. Either both 

fingerprints are genuine (generated from the same finger), 

when the similarity score is equal or bigger than the 

application threshold, or they are assumed to belong to 

different fingers when the similarity score is below the 

threshold. 
III. SYSTEM ARCHITECTURE 

 

Most of the personal recognition systems available 

in the market today dealing with biometric features are 

based on purely software solutions. The typical 

implementation of these systems relies on personal 

computers equipped with powerful microprocessors and 

DSP (digital signal processors) platforms responsible for 

performing complex image processing and data computation 

tasks at high-speed rates [6]. However, this architecture is 

not suitable when transferring these applications to small 

and portable embedded systems such as smart cards. Current 

smart cards present limited computational resources such as 

one general purpose microprocessor and limited volatile and 

non-volatile memory blocks. A new system architecture 

concept needs to be introduced in order to implement those 

high performance applications featuring complex and real-

time computing requirements on a small platform such as a 

smart card. 

 

The advances made in VLSI technology offer the 

hardware-software co-design methodology as well as the 

hardware reconfigurability performance as a challenging 

alternative solution. An embedded system featuring a 

software block (MCU, DSP) and a dynamically 

reconfigurable hardware block (FPGA) presents much more 

advantages than traditional solutions. 

The introduction of the field programmable 

hardware devices allows the partitioning of any application 

into hardware and software tasks: those complex and time 

consuming computational tasks can be accelerated by 

synthesizing them into the hardware core blocks (FPGA), 

while the rest of less computationally-expensive tasks can 

be kept under the control of the software block (MCU). 

There is a natural trade-off between application execution 

time and system cost when partitioning any industrial 

application in hardware and software tasks: software tasks 

mean more latency whereas hardware tasks mean more cost. 

The reconfigurability performance allows the reuse 

of the hardware resources in those systems where the 

application flow can be based on the execution of sequential 

tasks. By using reconfigurable hardware, the total area 

needed for the FPGA is drastically reduced so the cost of the 

system is clearly improved, but additional execution time is 

introduced into the system for reconfigurability purposes. 

The balance of such constraints in any application will set 

the final hardware-software partitioning.  

In the suggested architecture, two main processor 

units are present: one general-purpose microprocessor 

(MCU), and one general-purpose field programmable gate 

array device with dynamic reconfigurability performance 

(R-FPGA) [7]. Both processors work in parallel. The MCU 

becomes the master scheduler of the personal recognition 

system, responsible for controlling and monitoring the 

application flow, while the FPGA works as a slave block 

where specific coprocessors multiplexed in time can be 

synthesized in order to accelerate those critical tasks. 

Application-specific functions are downloaded into the 

FPGA as they are needed along the execution time, thus 

reducing the area needs for the device in comparison with 

the static implementation of all functional modules in a non-

reconfigurable FPGA. 

Moreover, the MCU is responsible for the 

reconfigurability of the FPGA. Thus, two new concepts such 

as hardware design and dynamic reconfigurability 

performance of the hardware resources are added to the 

software functionality in order to build a new concept of 

embedded system platform. 
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A first prototype board has been developed to 

evaluate the effectiveness of the system topology suggested 

in this work. By using the prototype depicted on Fig. 2, 

authors have successfully developed several mathematical 

coprocessors with reconfigurability performance [8]. 

Moreover, some of the stages that take place in the 

biometric process have been implemented by means of 

hardware software co-design techniques: the first one, 

consisting of the fingerprint acquisition [9], and the latest 

one, the fingerprint matching [10]. Authors are currently 

working on the physical implementation of the rest of 

intermediate stages (image enhancement and feature 

extraction) in order to complete the recognition system. 

 

IV. CONCLUSIONS 

 

Absolute security does not exist. However, there 

are many ways to improve the security of current personal 

recognition systems. The development of an AFAS 

embedded in a low cost platform is suggested in this work. 

A new architecture concept is proposed to be applied to the 

automatic personal authenticator systems: secure 

biometricsbased platforms dealing with automatic user 

recognition by means of electronic fingerprint sensors and 

flexible hardware embedded in the own portable embedded 

system or smart card. The fingerprint image acquisition, 

data processing and user authentication stages take place 

inside the embedded system, where all the information is 

well protected against external attacks. This new solution 

replaces the usage of secret PIN numbers or passwords as 

security tokens, and the user’s fingerprint pattern becomes 

the genetic code to be used as personal identifier in front of 

the world. The development of such applications at low cost 

in the way of portable and secure embedded systems is still 

a real technological challenge but some work-in-progress is 

being done [11]. This solution could spread the security over 

a big range of daily-use applications such as access control 

systems, cash terminals, public transport, internet where 

reliable authenticator systems with on-line and high-security 

requirements are needed. 
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